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Fig. 1 Scheduling classes and scheduling policies in Linux
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Fig. 2 Flow chart of our scheme
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A Multi-Cores-Based Approach to Integrity Measurement En-

forcement

SHI Wenchang,SONG Yuan,ZHOU Chunxi
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Abstract:In order to solve the problem that when using the kernel integrity measurement mechanisms to

measure the integrity of the operating system in real-time,because the kernel integrity measurement mecha-

nisms had not been taken into consideration when designing the kernels,it usually causes the issue that integ-

rity measurement mechanisms are not able to run on time. This paper proposes a multi-cores-based integrity

measurement enforcement to solve this problem by adding mechanism supporting the measurement mecha-

nisms to the kernel. This paper explains the design and implements of this method,and then analysis the ef-

fectiveness and performance of this method. By locating cores for the measurement mechanisms to run, the

enforcement can let measurement mechanisms measure the kernel on time with little performance cost.

Key words: operating system, kernel, integrity measurement, measurement enforcement method, multi-cores

processor,scheduling
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