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Abstract :[Objective] To meet the needs of large-scale network environment and the rapid de-
velopment of the network,establish a comprehensive and in-depth audit analysis to the net-
work system,monitor the security situation of the network system,and enhance security ca-
pabilities. [Methods]The network security audit system was designed by using the related a-
nalysis of network data package through sniffer technology and the advantages of C/S and B/
S architecture pattern. [Results] The results show that the system through the analysis of
real-time network packets obtained by sniffer technology,and the C/S and B/S mixed archi-
tecture pattern,can provide effective security audit to the Internet actions. [Conclusion] The
effect of network security audit system based on C/S and B/S mixed architecture pattern and
sniffer technology on the audit security of the network packets is effective with practical val-
ue.

Key words: security audit,sniffer technology,protocol analysis,blockading

2016,32(1) :49~53
February 2016

0 3l
[HREXIEE MEMEB AN AR,

il

Y EHHI:2015-10-14

EZBA VM A977—) B B, EENF IR 4%
N BCHE 2 48 7 1 ST

* PG R IF I H (KY2015YB314) #l ) 75 X # 2 5 H
(2015JGA363) ¥ B,

W 2615 B R G EE B 25k . AfT7E= 2 M
26407 S AT 4 1) [ B, b A2 B0 4 B R L A A VR K
AR RS H MG TFRAGE R, AEA
RICHI R AP DO 2 22 4 Wb T AT — 2 I 4% 48 A A i TR
J7 & 30 FE 45 N 36V RE R B K8 R B AR R
G AR RS (DS) ZEH it REE. MEKE
EHITRGERENE L 2R RZ TN —AHEAR Y, —
LA FE ARSI 3R G2 2 )5 AR R X Bl K Bl R G2 F A
RGN ARG — RN FE . W45 % 4 1T R GE 9T
XiF 1 i ) 4% £ 4 B 3 Rl 7 AR 2 I 4% 2R G0 1 ik B R



50

PR R sA R 2016 4F 2 A A 32 4% 1 )

RAEECENE X, [(MARRERIA A, JLET
G M2 2 H I REH AR KRR, &%
77 42 SurfControl, E N 5 JF &l 2 B, R
FAFEEAZRE A ER MK K AL TF1IT
S o H T LA Y I £ TE AN S RN TR I IR R
Gt — AR RTE 6 B E e A AT 55 . [LARHE
SN R IBEE W 2817 T8 /Y 38 KL 0 5 1 A R A Ab 3
BRI 45 B (R B L T R G T bR B R i
RO TR RS, 4% GE 1Y libpeap 48 A2 HL I 800K KA,
HREA e MM RN EEE., [(BBRY
5% 8 18) /B N5 X A% G2 W 45 42 4 W T R G A AE Y R) R
A Z G i R Csniffer) & ] 67 ¢ 4048 19 >R 42 F1 5K
Bl 55 (A 31, JHE copy AR S LA 45 A
C/S 1 B/S R G AR YA 53 S B & W 3T R 5847
MR 2 PR B A, N = 2 W i R R
THRCR TR G KRR .

1 MEZREHITREDH

W 28 27 4 W 1T FR g8 S — R T R0 4% B R T
S BRI I 265 15 2 1 B SR 4R A IR B R e R
PEDY SRR R R 2 A R 38 ok S A T
() 3. 53 0 10 2% 50 A0 e o s % 0 0% K540 ) e e v RT
PR Bl 1R TC R B & B AT R, S & B
B i 5 P A0 R 4 3
1.1 IhEEEX

W 2 42 4 W 1T Z GEAE S R W I 45 B Y R
X 0 2 A AL T A T A T A AT R L RS B T
il Do 2 il AR DL % B R 48 A7 R OF & 52 . Xk
BORRGHA LUT EEIIRE (1) 400hE B 1 9 45 N 25
Wl R G0 X W3 U AR 2 7 A L O AR
5] B A0 A 4 S BT B AT W R AR i, (2) AT
25 AT M B T, R G0 0 SR Ja Sk R 1 4 £ I 1Y)
AT I8 B A I i 2% H A DU S F
IR, (HmAMHEERNS SN, R4
BN 25 AL H A 4 A AT AR A IR T 4T
Elf i PDF EXCEL #3030, (4) BB 35 i
FH B 52 e AR &R 503 o5 T T4 22 10 I 2% v 1T
T X 286 it R L O 4 TG0 R L IR SR R A (5) RTE EHOW
R T 24537 1) 2 A SR o BB AT LUMR s 52 Bk 7 R
FHZ Tl o 4 7 3K, 18 A B %) o0 8% 2 S S s, an
XA BIAILES A B AL 4 Ry 1) W 45 42 1 SR w152, 1]
DAAR g i 5 J2 D P X6 ) 286 ol D A 4 K s o 7 2L
(6) SEHFAE A B 40 S L Tl S ) S I 45 1
EHLR Y FHEER

1.2 K#EHEKR

T Ak X W 2 2 4 T R GE AR BT BOR 19 43 B ]
UL 2% e A W T R G 3 S P RE AL G A 3K A0 I
55 0 28 B 42 3 A U T, S B I 2L ) R Y OC B 4
ARFZEMT,

(D B s A AR R

H I Fb 5 i 24 i 1 B8 4 3R R 2% copy
AR 2 AR ATl RS A 7E AN 45 3% & B H PR R
23 (] A% 3 e A v 2 2R 58 ) R ERCHE 48 DL B
FEML CPU By gk, LM E copy M EZHEARA
DMA 4% i . 22 v X U5 0] 7] 25 DA Je P9 A7 DX 3k ik
GraEe,

BT A

PR3 A 390 X 4R B SR 4R B 1 B AR HlE TCP/
TP B i8R U] DA Ji 4 114 5 40 6 v ik A o 002 P 22 1
P » SR 5 4% HE )2 I DSCHI 000 3 i o 3 5 A g )2
A E I (17 30 8 & WS S WL E 887 SV 85N S 9
RIS AEA DRI, — BEAE AH ¢ REC SCAY , 3 5 0
BOURAEFRE AL B, — M e P A3 8 B , n
QQ M HL

() B IEHA

BB R T N R Y OE R 38 A T, BH R 3
ERAE . W R E R BT TP B 40 th %
(8 35 1 R JH L 2 DR asCAS B i) 00 o 3 R &
{0k S B S
1.3 RREHRIERE

FAT B A R R A5 A C/S 454 F1 B/S
ER N

C/S BIVE P HL/ RS #% Cclient/server) 4% ¥4 3 1o
PHAT 55 G 4 BE B client % Fl server %, 78 43 F H
I i B B 5 0 DL 4 AR R e S A5 T B (B D,

%erver

C D
| | | |
=

=
—

Client Client Client  Client
1 R C/S R R GL
Fig.1 The model of a typical C/S system structure
B/S B ¥ 4% / AR 55 % (browser/server) 45 14 ,
JEBEA Internet FLARBY 4R, X C/S Bk 4514 .
FELLES AN P At o WWW ] B 25 52 81, 35
355 55 3 R AE T i S R, BT 55 8 AR IR 55 4 i
S, FERFHARW AR WWW HAR 456 W %




2B BH A T IR BOR I R 2 I R B 51
%"%Eﬁ%ﬁl‘ Script 1 5 M AcitveX iR SEBUFORT B 48 B 0 0 2R AR v A2 1 A R0 s R R

AL A RE L B o KINRE, = —Fh 5 &
%kﬁki\ﬂ’ﬂé%ﬁﬂ’ﬂﬂﬁ%%%iﬁﬁ*(l’fl 2).

Client

Client 1
Kl 2 A B/S B RG L5
Fig.2 The model of a typical B/S system structure

P 2% 47 42 1T 2R G G R S I RO SR AR L
H 2 b 30O A 0 45 500 B Y s P RE AR S AR A 2T
F T LLR BT IR 55 4 s R C/S 2848, O T 32
R Internet B9ZCIRE I J7 (8 4k 47, 0k B/S 22
o ARG 7575 A5 I 6 0 R ARE L R
C/S Il B/S ARIE & HEAT M 28 J24 3 3k 4 il 245 449 1Y
458 oy R C/S F B/S Sy L. BEFE 0 %
B PR g W R G B 4R A T KRR
B,

2 BRit5;

RGAE B A FERE IR S5 45 i 58 4y, B4
58 R 10 R A TAE MR 55 4 o 32 28 5 10 B 40 1 4b
PR . RGudad B/S SR ki /2 P 7 R il
5 i 1) 7% 48 b B R ) H AT AT Y web service,
ME 3 AT, R G0 h F P AT IR S5 il R EE 3 5
G3AE) B TG P S P N R R OR L AN FH P A
AR AT R 5 3K o TR — AP AE A ] B ] A AN [
11 R oK A T e A = AN PETEA B . T 2
T AR TR R 55 45 1 1 1T 5 S0,
2.1 IR%t

REHREANH IR B MBI R, ERE W
ER R CE S, 0t [ 2 G A3 S AR W, JF 7
TEZCHE 1) 50 B R LA SR IE i M . R B AR L)
BT A A Ab 3 R G MR R BRSO S
B, BRI R RS AT,

(D PR3 By 2 72

M copy HK 2l 3 BRI FH B8040 B A e i
T3 HT . DL B 2 i 9 A% 00 3 02 B L o3 BT B e
LY B X Al 45 B A B Ak BEER 43 SR R S R G B
BRI, B EZE R C/CH+EFIT R,
BRI HE copy 57 1 5k fifk e 3 7 75 2 4k 3K

APPSR — N IE SO (pro_mod-
ule. cfg) AR5 T & SCAFH#E AT 30 25 i 2 P 330 4 A A
e, i AN 1 37 5% 8 5 5 0 D RE A [A] ) )

(2) i A 4b B 72

JE B 0] IR 55 5 3t web server & 1E K . BRI b
PR A 4, - EAT AL R Il A RS S S
KBS java T &AL HTTP Brsl 477 X5
‘!ﬂ web service, JEAREN ) 1D 1E Sy 2 5, 3 BOUH AR &1

T A0 B A Ay A
(3)%2}6”*1”’5_ i
57 Wa 5 45 A HE R 1Y I AT AR R G800 BRI

L5 B-JFS‘E HICA B R B SRS R
R B R S55 A. BE R Y D e AE X TR L R C/
CHHiBF I AT,

(4) 5 & A

W UL BT L R G0 M A R A B AR
AR RS R . SR BRI web server {5 1Y
73 HTTP Pl POST iy 2405088 & 2% 45
I 55 4 i o

(5) Bh 4l A% i 2 A

B i e E AR 2 N H A SR i H
SRR E RN E W xml 4%, B A HT-
TP ¥ril i POST J5 408U E K % 45 Ik 55 d i . R
M java JF & AU IR A HTTP B3 308 15 £ %
SCEE

Ji /1 R i Brower(B)
A
_____________ o ——————————-
i 55 it I Web server <7>< DB ()
Server(B
A A
_______ S —————
B AL e R P 7 4 AL PEHERR SR

Command

processing process Upgrade process

T
proces:

Data t 3“5[-‘:" Alarm process
A

%m&ﬂh B @Ea’%ﬂﬂﬁlﬁ%
Sv tem monitoring—» Iog management
process module mai g mc lm d ile

mumﬁ;&& { uh‘ﬁﬁ%*
sis| Protocol a
pmcess modu l

K3 REMEKEIT
Fig. 3 The overall design of the system
2.2 R&E=#Bm
Mz 55 fi i £ 45 22 1> web service, 322 AE P P
Ui £ 2 1) B O A7 i AR BRI P,
A~ web service 5E B — T B T 68, B AL EEER




52

PR R sA R 2016 4F 2 A A 32 4% 1 )

BHE b B AT A A b B GB 55 b B A

M SRR 55 L SR B/S 45 0 ok SR iR 45 7
Ui B 2R HY . g5 g A HT TP Wil A7 3 45 L
ROCREERAS AR &y, D8/ I M BE L 42 v & 3L
LR java RS,
2.2.1 HBAIEES

TR A TAT A B AL R R R R A
(O BHE DR AT AE AR M 0 TR 3R 22 1 B AR A B T i
MG B 45 A R b 0 BB 58 i it il S
N HTTP B3 59 Boundary e H i fr H AH 56
15 B A 145 S i ) SR A A B
ZEHTE 2 B0 AR PR L R SO R S S A

LN RS
2.2.2 AR

F BTG AR T v Y i A b B AR L Ok 58 WA A
(R e B, LR R R AR R I R B T 1) 1D, F
iy & 3 A TR X R Ay A7 IDL B A A N & B L
B N2 R b7 1) xml A X IR I 45 BRET s AR BB R 4 1D
Fli 4 7 1D UG FC K mi By f) 3R R & Bl sy 4 - 22 v
XiF B A B
2.3 Wil HnEE TCP #ERA

PRI 0 HT I 2 5 T i AR R P S B D B L AR AR
Pt Up SR B AT AT . AR AR A G RS B X B 4 £
GIAT TG AR A3 BT 25 S R BUAH IO A 3 R R R A B
A,

BT 1P KO 6 Oh 25 A0 5 3% B R i Sz B2 N
/I

(1) 3t 3 5 0] 2 DA WA B >fe i) 250 0 0 36 410 3 3 4
Rl WP, B AR R P i 3% B R 55 45 i Y 4L
A, D0 R 32 ) % P o k3% R AL, RZIRAR

(OB TCP Kb )75 M T 5 —
SEE IR . B TS A P R A
5 B A BT S O R G A R S
TCP Bl A K B .

3 RBISEIE

R L SMTP 9 BB A4 % 3% SR 491, % 3 58 #4743
MriG ik, SMTP Wil % B RFC821 STAS, i AR 3%
XA SRR S B SMTP 4 b il 8. & 3% Z i 7%
SF ALY T L AR S R PR AT Csmiffer) 15 R 4 42
TH,

T SETE A2 W 4 v Rk N 28R I N - wang-
hao00113715 5 F 8 . Rk B SR 5 44 PN 25« B ] % X
IRV Rk N wanghaod 885 & 3% I [|] : 2015-09-14,”

A B F
SMTP WB P % 15 1) M 55 45 S A1 % 7 i (14 22 1.
o T LA AR K L an i 4 B

& P IR 5 ot
Client Server
| |
1 1
! EHLO hw-wanghao J
_____ I >
{
1, 250-smtp.sohu.com :
= |
! AUTH LOGIN N
% I 1Base64ﬂ$ﬁij}ﬁﬂjUsername
3 g ! 334 VXNlem5hbWUS6 | Base64 decode is Username
£ i
t’); : 1Base644# Y i ywanghao4 88
E § ,  d2FuZ2hhbzQ40A==  IBase64 decode is wanghao488
N ral
"\'“é | | Base64fi# 1Y j& MyPassword
3 L 334 UGFzc3dvemQ6 |Base64 decode is Password
~ 1
1 1Base64fi# 1Y J Ahaogehaoge
! aGFvZ2VoYWInzZQ== IBase64 decode is haogehaoge
[ 2352.0.0 Authentication |
I successful (
----- b3 1
il : MAIL FROM: |
Rg | <wanghaod88@sohu.com> | T4 % 3% B
B o' SIZE-1868 I' Start sending date
= k=] N
< | 2
HME | 2502.0.0 Ok: queuedas I
&R (1 03507129292 |
K i
m 3! 1y :
*3,3 2 QUIT J B 5 Quit
B2 Vse s
=
HS 1 2212.0.0 Bye | Transmisson complete
_____ ~
1

Bl 4 SMTP [l 5 i v A% J i 19 52 15
Fig.4 SMTP server side and client interactions
TE S %3R8 v, B 2 2 0k e 5 1 0 e )
773N Base64 Fl QP A 52 4 ] A9 4 15 05 50 2
Base64., MR 55 4% 171 3k (4 £04hs 60 1515 1T A9 405 20 3 (9]
fith, N RFC ST A al 1048 Ak [l A3 19 2 S,
1717 40 T8 8 G i ] BLR AR R . AR Y Sk A
Date: Mon, 14 sep 2015 16:38:45 +0800
From: "wanghao488" < wanghao488@ sohu. com>>
To:"wanghao00113715" < wanghao00113715@ huawei. com™
Subject: =7 gb23127 B? 1{DH77/swNY=79 =
Message-1D:<C201509151638417348041@ sohu. com™>
X-mailer: Foxmail6,10,201,20[ cn]
Mime-Version: 1. 0

Content-Type: multipart/altermative;

. boundary="= === =003_Dragon588281240662_= == =

AR A8 33 2 {5 B 23 A T A

Date K78 Kk B H L {54 2015/9/14
16:38:45 GMT+8 Hf X, B i — .

From /R &M N {H N " wanghao488" wang-
hao488@sohu. com,

To FaWH N, {HHN " wanghao00113715"
wanghao00113715@huawei. com,



LB T IR BRI R 4% 2 i R 5

53

Subject F i HELFE AR AL, “7 gb23127 B2 )
RN JE T B EHE N base64 gm AT, RS 5 BILFE N
gb2312 Rk, 38 i ff 05 oR AR RS J5 o TR R AR

Content-Type M HR{FA AL, multipart A&
AT altermative A H—/>FAY

1E 3C# Contype-Type H1 ¥ boundary 43 K JLA>
115 O S W B & | B3 T RS I N 1157 S S <L 1 B
R H AR R B A X 205 B BT AR 43
B R S AT 8 A XS AN FR S B A BT . L AR T T
oy AT 534

Content-Type: text/plain;
. charset="gbh2312"
Contern-Transfer-Encoding : base64

DQrXo+ PYvNK7tsDWo6 ENCg0KDQoNCg0OKd2FuZ2 Q40 AOKMjAw0COw0SOxNQOK

Content-Type: text/plain; F 7~ N & A LA,
charset="gb2312" ¥RFLEEH gb2312,Content-
Transfer-Encoding: base64 78} base64 4%, 2
E] Y N B G HEAT base64 f#AS L R 5 E AT F4F
% gb2312 W EEH AR EI N

PR AR

Wanghao488
2015-09-14
il SMTP R % 1% 52 451 56 Ik % B L 56 T R £

AR W 26 42 40 T 3 G2 R 38 ok FR B R 52 I SR B
T A O 2% 1 0B B, O R BB 4 IR 2 5 1 PR L
F1 034 A5 BT >R B B0 B0 A0 1Y 2% TN 45 45 I 2% 48
P AR AL B 05 5, O T ) 1Y 2% R AT O B2 A A
R £ 4 T T O 0 2% 42 4 1) DR B 2 A A8

4 LERIE

Bt XA e I 4 22 A T E R g LU R AT H 45
S0 A 1 245 90 P 5 A [T, A SCHR Y — BT Y 2
THREFHRE) C/S M B/S IR A S0 1 W 2% 4 42 3
ARG ORI R I % R G B A BRI Z P
PN AT RS R A 45 R RS I 2 B0 5 1 R0 295 PR3k e
JERYH K

FT T O 45 114 R T A 7 3 B R4 245 9% 3 R
S MR R EH I REEAWI SRR AR

GE At BN M AT SO L LU AN W7 R A B ) 4%
oL iR T

SE -

(1] BH.=EM, BT, BT Web UM% 4 B &t
ARG S BT A5 B M4 % 4 ,2014.10.70-76.
DUAN J,XIN Y,MA Y W. Research and design of se-
curity audit log system based on web application[ ] ].
Netinfo Security,2014,10:70-76.

(2] SR, D%, R8I HORTE M & R g

BEFALT] W AE I 5 2 2 4l A SR BE 27 i, 2013, 35
(3):81-84.
ZHANG S J,MA ]. Application of zero-copy technolo-
gy in network flow control system[J]. Journal of Hebei
United University: Natural Science Edition, 2013, 35
(3):81-84.

(3] ¥ H . 5T Ph o B i Bod fo i 5 R iy i 58 5 9:
(D17 7R Tolk K%, 2015.

DONG R Z. Research and Implementation of Attack
Detection Technology Based on Protocol Analysis[ D].
Guangzhou: Guangdong University of Technology,

2015.
(4] Bz MEEBEN S EHEH RMFR (D). EE &
B K2£.2007.

XU H. Research on Technology of Network Informa-
tion Monitoring and Blockading [ D]. Nanchang: Nan-
chang University.2007.

[5] fimisg. T B/SEME C/SHEMMIEGIRRENH
WFFEL) ], AR A il 2010(9) 1 124-125.
NI L J. Research on the hybrid architecture based on
B/S structure and C/S structure mixed [ J]. Fujian
Computer,2010(9) :124-125.

[6] FHIKvK.FEIMBH. Web Service S H: 3¢ 8 £ AR i 5% 25 18
(. B2 T 2010(2) 1 121-123.
YIN Z B, WANG ] Y. Survey on Web service and its
key technologies[ ]J]. Software Guide, 2010 (2): 121~
123.

[7] KLENSIN J. Simple Mail Transfer Protocol:
RFC2821: April 2001[S/OL]. [2015-08-10]. http://
www. faqs. org/rfcs/rfc2821. html.

(LS4 B



