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Abstract :[Objective]Based on the needs for construction and application development of pri-
vate cloud storage system in campus network, this paper researches the integration method
for the Swift and Keystone component of the OpenStack. [Methods]Through the IP address
of the Swift component, an object access token can be obtained. Then, using this token,
Swift can achieve the identity authentication of users with the help of different plugins pro-
vided by Keystone. By modifying the parameters of the configuration file (proxy-server,
conf), the authentication user can use the token provided by Keystone service to invoke the
Swift service. [Results]Using this integrating technique, the programmers can effectively re-
alize the identity authentication of users and invoke the Swift service. [Conclusion]The appli-

cation results shows that this method is effective

W H B 88 :2014-11-10 and feasible.
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EHNEHEMASEY . EER HEBIMEN L
B . REMIE = F ARG E B #FREF
AREH - EEZHRT . SOBESHEEANR,
WA —REBITENBNENEE+O L, B
ERENEZL2E . BEAE S FAHEFEEET R
A ENE A, E =70 LB A LU A
OpenStack ¥4, Z ¥ 42 B NASA F1 Rackspace
BREFRA—ATFEBE, EERBE—ITTE2TFH
M AT KAER BN Z BT AP . OpenStack 2
H—EHZEHEEATE R TR M, XHEJ A,
ARLERHBE - TE FHE SRR
HREANNEHEMEREMEAREER, HRELER
MizAdBED . R E = HFERLEFEMEM Open-
Stack LM K I IEA T U EFBE, FEH
BENTHBGFEVHERER. [BIATHR#HRIOpen-
Stack BHBRE &K BU A ES L IWE/R.E
EORFR BREFREEAAMIFRAL NI B’
HREBRRITHWETERERE KRG Z -,
OpenStack V& 24t T 7 D75 b5 #E 18 14 L B & 8 #L
Pl CVMD B, T B 4R A3 — 4> A ot S A 4
M Z WA IR, L5 B4 i 2% 5 I UE i
L EBM RS, Hp, Swift A4 H
T XM R HMF , Keystone H 45 F F 4
HESA P HEE, Swift RABREERR, %
AP AR XNRE=ZEEREGH. BETAEY
BHRH L ATUAERY R, XEHKP AN AKF
AR—AHEE AT B R, R BI0E M RR B AL
i, T A 2 A A B3R F R A s A AR R R
— R, KBS Je S B R i F W ARENE,
HMITBEMAERE AR, Swift Kk P A
MMEIMNEXTH, FEHHEK BN R (2
OB B —HYHEHRE L HREE—EHITR
B . [FEHRPAN s 1O0penStack .04 4 Swift Fl
Keystone ZERAE M AR = AR AW BB AR
B, (M@ROXBRAIIERENBE ZHFHERE
Mt 5L B H, R A OpenStack ¥ & %k # # 58
B, P Swift 2 {4 52 B0 X #2020 2% B IR A o6
BRI 65 B, 3T Keystone L SCHX P &
B B BRI

1 Keystone BJIAIE

TEiGIR Swift RE ZRi. FE R E S INIER %
RELT ) 4 ML, RIGEERERMIER P IIAKTE R
X-Auth-Token, Swift #H 4 & 4t B IAIE IR 55 (Au-

thentication Server) £ F Wik Ui 0] I F 1 &
5B, KE— 3R a4 M (Token) , H#a R H7E
—ERRANS—HAN. FE@EFRIED R4
PR R B, R A R TR E 2 iRt [a]

7E OpenStack F & HEZRH ,Keystone I E
BERREAQFEAP SHOAERM A FEREH
LoikE, B4 APL AR O R JHIME APL
PR |, Keystone BitH S F— MR & BLBHEEAN
OpenStack FHERMEM R, E S INERS A
HAb MRS T M RS 0 R A . TEEENEA
JiR 5 (8] B AH B.38 {5 A1 A ER 4 2 4533 Keystone Ik
FAFR S IETBE, AT A BB K13 B in IR % 1
Endpoint, ¥ HRFEEHRI AR FHA.

EREMNAE ZFERAENRITEHIRS,
ATHRBRSH HPFELBCHIERRZE
Keystone 3f 348 — /N4 M, 2R 5 R X A2 AR IE
RApPfEr Z B ME . i, 2% Swift 44
1 Keystone HHF#ATH LB &, [#153 Swift GE5
it Keystone $2 45t # £ Rl 14 , SIS I P 89 & 13
ik, B E5%, @ Swift iy IP #
hk FEBUT 8235 [8] 4 h8 (Token) s Swift %# A IE A Zh 2
J& LA json # A% IR BAE AR RS LA & Swift 924 3k
B0, ANM5E M Swift 5 Keystone # 4. Bk
LA

//3REL token

$ url_base = curl_initChttp://192. 168. 199.
128:35357/v2. 0/ ;//swift B ip #ihk

$ postfix = ‘tokens;

$ auth_user = ‘admin;

$ auth_pwd = ‘admin’;

$ tenant_name = ‘admin’;

//set the final auth url.

$-auth_url = $ url_base. $ postfix;

$json = "{"auth".{" passwordCredentials" ;
" pass-

{" username"; "’. $auth_ user. ",

word":" . $auth _ pwd. ""}," tenantName" ;" "
$ tenant_name. "} };

$ response = \ Httpful \ Request;: post
( $ auth_urD)

— >sends]Json()

—>body( $json)

—>send();

//M json FELE token Fl swift url

$ result = json_decode( $ response) ;
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//get the token

$ token = $result— >access— >token— >
id;

//get a service list

$ service_catalog = $ result — > access — >
serviceCatalog;

echo "<p></p>";

//ERB swift A HEEN

$ swift_url = $ service_catalog[4]— >>end-
points[ 0 ]— >>publicURL;

echo "<br>";

2 Swift F &t & 3L ¥ proxy-server. conf
B

B TIAIEAR % 41, Swift 1R 484t T RER %
(Proxy Server) . 247 iR 55 (Cache Server) .l /7 g
%5 (Account Server) \% 28 it %5 (Container Server)
¥t R AR % (Object Server) . & #il Ik % (Replicator) .
HH Mk 55 (Updater) \# i1 IR 5 (Auditor) | Ji 77 7% 3
R 55 % MR %5 ThiE .

Swift 424t # AR 5 i@ i Proxy Serv-
er (MR FET HTTP B REST fRF# 1, EH
Xf ik P A A A R AT CRUD % #2:4E. 7€ Swift
A, EHRER ST INEM TR RS APL R
WHHEERERR S LI ZA P EREMRN
WP AR ENRERRS. Bk, EEELH
Swift 5 Keystone W & 0t , 5FH EARIE Keystone #
BRAERA . R G E BRSS9 1P Huhk | 3% O Hihk
%, %t Bic B S proxy-server. conf ) — 262 AT
o, #4585 T Keystone B ik f5 8 A 7 AT LA
Keystone [R5 # Token, JdF Swift IR %&. TR
EMAAE s ARG ZRP . BHRT Swift
HIBC B X proxy-server. conf, 7E H &I authto-
ken 5 keystoneauth 41 {4, 3 ¥ pipeline 1 # tem-
pauth B¢ 24 authtoken 5 keystoneauth, £ 7 ¥ H
Keystone fii A& TempAuth 3k 58 B F* £ 4 A iiE
FIAL PR 2 # . authtoken J& python- keystoneclient
F R H 4, T i/ 8] Keystone; keystoneauth 2
Swift HEgAE M, 7T — MM &4 E.

18 3G B BC B S0 proxy-server. conf B &
W

[DEFAULT]

bind_port = 8080

user = root

workers = 8

log_facility = LOG_LOCALT1

[ pipeline ; main |

pipeline = healthcheck cache authtoken key-
stoneauth proxy-loggi..s piOXy —server

[app:proxy—server ]

use = egg.swift# proxy

allow_account_management = true
account_autocreate = true

[filter: tempauth]

use = egg:swift# tempauth

user_admin_admin = admin . admin . reseller
_admin

user_test_tester = testing . admin

user_testZ2_tester2 = testing2 . admin

user_test_tester3 = testing3

reseller_prefix = AUTH

token_life = 86400

[filter:authtoken]

paste. filter_factory = keystoneclient, middle-
ware, auth_token:filter_factory

# DT RBRME Keystone R E XIS
BRHFTTE PCRIZEM.

auth_host = 192, 168, 3. 67

# Keystone £t HINERI. ZFAEHERS
A 1P stttk H RN,

auth_port = 35357

# Keystone 2 HIANIERN . REEHRF
WUTHsG OB NAR .

auth_protocol = http

# ifj[a] Keystone F7{# F # ¥ 1%, http 8 ht-
tps. V

service_host = 192. 168. 3. 67

# Keystone 14t A IERAUR 5/ 1P sk,
RS N CICT DI A RV ]

service_port = 5000

# Keystone 42 4t i 1A iiF 8 £ AR 55 M5 U B 3%
@A ARG, Al LIREN M,

admin_token = ADMIN

# admin_token 252 ¥ jlal Keystone ik
% 1), B Keystone % Token, W[ LAf#H FiZ To-
ken 7% [i] Keystone R % . HE &5 8. @ 8 H o Ik
5%,
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[filter: keystoneauth]

use = egg:swift# keystoneauth

operator_roles = adminRole,swiftoperator

# RV Swilt K.

reseller_prefix = AUTH_

# account M @F & AT, TE R M AL A _",

# #l40 http://192. 168. 3. 52 8080/v1/

AUTH_54d3db64ad{c4731b5222cac97418bc5

[filter; healthcheck]
use = egg:swift# healthcheck

[filter:cache]

use = egg:swift# memcache

memcache_servers = 192, 168, 3. 5211211,
192.168. 3.53:11211

[filter: proxy—logging]

use = egg:swift# proxy_logging _

Z ., Openstack ChEBERYE. FHLEYE
B U4 proxy-server. conf, # Keystone ¥l 18 33 8y
R P LU A Swift BR 5 .

3 &R

AL BEMBE ZFEREEROER,
B3R dnfa] SE B Openstack TR F & 8 Swilt A4S
Keystone HIF AR B AN . FIHAX—-ERH
A BENBEZFREAATEFAER, REE

T EE Swift HIEREBE R ERFHENSL A
BOIE i Keystone 52 BLT £ £ B BB UE . A B 5%
I Openstack IFHECE . X K Openstack FFIEF
BRHEBAGNARERRETHEN %,

B % 30w
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