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Abstract . [Objective]To provide comprehensive support services for safety testing of informa-
tion systems. [Methods]JAn integrated information safety evaluation platform has been de-
signed by integrating multiple key detection technologies covering network host, database
and Web application loophole etc. [Results] This platform integrates network attack and de-
fense,demonstration, management safety testing, data safety testing, external safety testing
and web content system testing, product and system testing,and information safety emergen-
cy response. It also can provide testing and evaluation services to the departments of govern-
ment and community for the function, performance, safety,and other aspects of their infor-
mation systems. [Conclusion]The actual application of the platform meets the key demand of
information system safety evaluation and provides the integrative evaluation of information
safety.

Key words:information safety evaluation, vulnerability management, vulnerability scanning

F R AN IR G AR T R m s . #ar g

R SCER T B e UG RRE H fi b L A

W75 B #9:2014-04-10

&= HHA:2014-06-10

EEBN BT E Q7). L, WP TRE, EENFR T 5F8H
A MG B &AW

* UG B IR KRR R T TR % {5 B R G0 DT S5 50 & 7
H GEERL 472008705 5, 7 PEH: % A 34 X 15 B % - 4 7 15
H GEERL 47201012 B % Dh,

[EPsE7ae ot 2 7SR RO E PN/ ae oy & § STk A O I
B NI ST ILE B RS % 2 fE—
PRI AR B 22 2 DPFR 2 O HY 945 8% il -1
AAEFLE, [ATASREERYENCA A RATT
JAF B2 A 5 A G B OF 5 0T & TAR, UG —
R R B R B S R AF R e AT
RRIIBEM A AT, SCERC2]0F R T — M R %
TR LRSS V6 =0 E R 2 e EA



212

IR EREER 2014 F 8 H B 30%F 3

RO R FEBL ., SCHRL 3 4R — Btk 6 2 1) 45
s/seol 3 SN NS WILR S a W = IS W i EiE i i
PERLIE AL T 5 48RO AR 1 25 308 SR AT A i
JE P Ao o 2 AR T B0 G A o B A D
AT S5 L SR v A XRG04 BEP- £5 98 B2 I B SR
FroF G AT I, SR [ 4 ] 2R T 1) %5 5 /9 038 7
M7 i A A ST R AR R L 4 AR T R
4 25 G B B4 2R G0 I SRR R, DL R — b 4
GNE A S R SRR A S S RS
B d N DL HE AT S I 20 A A 2l b B T A 3
AT () S IR 73 A 235 2R M 22 4 45 o] D 45
SCHRLSIBRTE T — MR R R L & M T H
S G A AR A R R A R R K Ty
I M T R ARG ERANE . SCIRL6 45 &
SEGLIE KRS A A KRG AR L 2 —
ol R A B e SR GEBAR T AR G PR A5 R 9 23
B AT TR AL TR PSR ARG X 0 R R AT R A A3, A
TTT) 5% 4 R S5 PR 3 R M 7 2 i SR UK A A —
&, SCHRL7 b3k Tl 55 5915 B %2 2 5 U4 KU
PEAG Ik 8 X B0 55 AT o B L AR 2 SR
55 U BEAG BT, B — Bl T 5 A BB
PR FIPEAL T5 1, O S AR RE G TV R T
G TARRMES BN, SCIRES. 9 J45 & 5 B X &%
AR A S BOR LA S BE 25K, X Web [ 22 42
PR R BHEAT TR A BT SCERC 104X A By
W5t RS E R A5 B R R L2 F R R R K
BEHR BOR G HEIE T 5 T 55 LR 97 19 U P B dls
OEERELERRBIT TR, BRME, LR
PERIME B2 2R R DI RER N L — 48 R
FRLEFERB MRS A A FR L2
GARY MR FR . (AT RTINS DL 4 U i i) %
A A diw SR G T AR A (] J] 300 B B R BBOAS ] ) 4 i
PRI — A RO I R A B AR R . U R B K
2 18] R I 19 25 AL, Kicdl o Je Web 7 55 a5 A6 U
ZAZUC R 38 B 22 4 DA B R 4 4
RN S SR W L S S o R E s
IO 0 N7 55 22 Ak HOR B T i RS RSB T — A
LALFER RN G, ZFamEA#N. A
B T AR B e A AR T AR R 2 R
FIE AR B A U AL BUR (R B & kA A5
B2 SRR B RGN — R 5 B %
SPER R O T o TR T E B ST
T PP 2R O B HILOG | A =l 87 BHIF e £ 2 1
AR B L AR SRS

1 EANEERRENTEFENEN

oI P 1 AT, 7 65 002 2 ol 45 A5 IR L AL
1L Rt  Web N AL B &% B0 e A TR 2 55 2 Y
B AL IR AR 2 . 2% A% SR A 2H 1R D BB 7 L 2
B W2 v B B AL I AT e b gt . AL
1L AR R 55 #AL A . Web I AL 8% 25 808 15 1%
SRS 22 TG A X B R e b, g3 S O J AG: T A
WA, WAL A X AL H A 2 AR SC
PEERAE | H B PR ] AR AT 4R 5 IR 55 A AL R AR 5
BT IR 55 i A% Hb 5w L CPU A A& B0 L P9 A7 4 F A%
O AR B0 A HEAT Mo 8 5 000 T A e o AU e 42
VEAT AT W A8, % 3 RUAT O EAT BELIT . e 2 0% i
A W DL g — a6 SO0 S 2] B EPE G, XL
P HEAT R P MTIC AL, P 5 SCHF 2 9000 A 248 I
3, AU AR e — A B S BIORE B 0
Pl

BAVEFEMAHTE 3D TR, & T RGHAM
XA S7. 3 ok P ) A PSS ks & 1 AR e A AR
PO T B G RIS T AR R A, X
SE - R G0 R 4% T 0L ECE 5 L WEB I HT 85 SR
DU 05 375 P 0 1 45 22 o O B H AR A il 5 T R4 B &2
AT, AT 4 3 HL IR R 4 A R SR R A L
ALXT ) 2% P 45 E 1) UNIX, Linux, Windows % 3
BL L 2% 152 45 L 00 2% B ISCHE AT e T 43 4L i WEB
I FH T ) 14 28 8 1Y B N L 8 2% v i) B B L
FHRGHAT SQL T (B A 6 5 O 41 i 15
i R L DUR By XPath 3 A R 5805
JO7 2 T R 4 A L e P T R 4 AR G 0 2 R
FH S AT R HCH0 P 1 T 1) 6 A7 451 9, BE X 19 4% 3 85 o i
ORACLE . MySQL.SQL Server % $#E 2 #E 47 #2 4
PR BARBRAA R . G AR T R 75 5K AR AR
L FR A5 R A AT i L T R B8 5B T R /Y T %
TEAE SN L b 22 OC BE HOR 1 B ik |, AT e BF
IR T AN O R, A g S R 5
S 4 2 L ok 4w M- 6 0 B SRR B
1.1 MEFHIRAABEFREGEIEZRHEAIIEE
L11 ®F%2

T L < b ik 6 B S B T T M 0 A RN 4
1, 0F HAR R 7 SV AU AT 9 B 2R
e A P G B A AR A R B A
B o I A I 7 AR KUK 23 A1 1 L L E X
Iz T 2050 S it IR I AT B3 R 3 4 7t



WEH ARG B Z &M &t 213
4 N . ™
AT E = R WL _ — g AP
{livalugtion  Heport generation ] { .f\DPhCE“m" ]ayer ) {Redevelopment ATT)
A vy
4 o 1 [T] 20 50 9 b g f A "
Weblv m f."F_‘H 1|EJ :El }Ill 1" -_:JL( WAVS) \ /_ WJ 3”#{ \| H—L e 1'|"J :*-_ | :{I‘[é J—_ -:]{% Z)’;E (\N 1V .‘3:’ _\
99 55 % W Weakness deteclion )
[ el < U | BE e iaei o | IEME IR AR | I el =Sy e TR
bR _E \T A | gery X LAY VA W VI G vsAY
f || o] ] ] e T
.‘ﬁ 1 )
RS .TW R W R TUT N &
ST g B 1Al L BT ey co N
ST Fodha AT i -0 B AECDBVS)
T4 (Projest 3 i WL;E{'*‘:*ffFﬂ"'f g | )| mecdl || e E| e
scan ) (Pen) Ty NEEE | TR 2 e et A 2 i
SSIAL IWWY wBrs || sme || (aman|| oman )
M || urTe|| ™7 T
s (| e (| o W e ][ wewerit soue Apr || P || B
iney || oame [[BHTT ) (Ca) (1D IR, el
! {NRAQA) LROTY
N, A /
( 05 1 4k & 5% 78 ). (Integrated sensors layer ) j
K1 EAE B L2584
Fig.1 The architecture of integrated information security evaluation platform
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scanning subsystem
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Table 1 Statistics of server vulnerability scanning
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