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Abstract; To improve the efficiency and accuracy of intrusion detection technology, this paper
analyses the advantages and shortcomings of current existing intrusion detection technolo-
gies, especially the intrusion detection technologies based on genetic algorithm. Finally, the
efficiency and accuracy of intrusion detection based on genetic algorithm was enhanced by im-
proving encoding and fitness construction function, simultaneously the simulation results
showed affectivity of the algorithm.

Key words:intrusion detection, genetic algorithm, fitness function

(Intrusion Detection System, o s
1DS)
[1] [4]
o b o ’
b
[5]
[2]
o b b
B1IDS ;
o b
. IDS . " .
Y Y Y o ’ IDS
DS : s
( . ’
) s o [} N
2 o
:2013-04-12
b A} Y
:2013-08-14 7]
(19829, . : °



260 2013 11 29 4
AY AY Y 1.2
0 1 \
R . ( 1’\’77) 0 TSP
1 b
1.1 ,
| TCP/IP ,
° v, (0<<j <21,
. \
: 1.3
&) ,
(2) P0); ) N .
(3 P () x v, (0 << j <21) V,(0<<j <2D)
Sl C.=]Jvi xVico<i<N.,0<j<2D
4 P
/ (4 (1) , L. (o< i
P (t); , < N). A (0< 1
5) P’ (1) . — N, ]
P(+1);
)t =t+1, ,
’ (3) ’ °
8]
, ) A, .
SVM Fitness=1— N (0<<i < N),

D) ’



261

A,
Fitness= N (0<i<<N),

2
2.1
KDDCUP1999 o
s TCP Dump
9 , KDD-
CUP1999
4 o
2.2
R [1]
, KDD-
CUP1999 , [2]
, 400,
’ P =0. 40 G :2000
2.3 r3]
Matlab 7.0
(Probe,DOS, U2R,R2L)
, 2
; 1,
_ [4]
,—f./ﬁ':’:"'
;sj_‘ /,”./." [5]
= S
5 S
[ 6]
BRiR 7]
1 ROC
—.GA; ————.Cluster;— + — « — . K-NN; - : [8]
SVN,

b

o ROC ,

Cluster. K-NN SVN

’ b

1] +2001,13:419-422.

Zhong Cheng,Li Na. Incremental clustering algorithm
for intrusion detection using clonal selection[ C]//Pro-
ceedings of 2008 IEEE Pacific ~Asia Workshop on
Computational Intelligence and Industrial Application.
Los Alamitos, US:
2008,1:326-331.

IEEE Computer Society Press.,

Zhong Cheng, Mi Ai zhong, Yang Feng. Intrusion de-
tection using multiple classifiers fusion and clustering
analysis[ C]//Proceedings of the International Confer-
ence on Information Computing and Automation,

World Scientific.2008,3:1181-1183.

’ ’ s

L. .2002,23(9) :1-7.
[Jl. . 2003, 26 (11): 1585-
1590.
. . [Jl.
.2003,23(2) :212-214.
. . (M.
22004,
[DJ].
,2008.



