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Abstract: The research of the anti illegal-plug-game based on software protection technologies
includs a series of methods and their characteristics is produced. After analyzing and selecting
suitable technologies,a solution and realization of anti illegal-plug game is illustrated.
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2.2 ROMEBERARLAMXBER
2.2.1 mEHK
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void encrypt(void * addr,int bytes) {
unsigned char *s;
unsigned char c= 0x45;
unsigned char i;
s = ( unsigned char * )addr;
for(i = 0;i<<bytes;i++){
sli]™ =c;
c+=s[il; } }
/7% BRI i AL AT ARG
void decrypt(void * addr,int bytes){
unsigned char *s;
unsigned char next c;
unsigned char c= 0x45;
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unsigned char i;
s = (unsigned char * )addr;
for(i = 0;i<bytes;i+ +){
next _c = c+s[iJ;
s[i]” =c;
c = next_c;}}.
2.2.2 REMBHEK
BRI LR REEMARNACHET,
PIEMENRERIRXERICALA,
#t define paste(a,b) att #b
# define pastesymbols(a,b) paste(a,b)
#define OBFUSCATEQ \ //MAFHRICHE
BHEEX
_asm { mov eax, LINE * 0x635186f1 };
_asm { cmp eax,_ LINE _ * 0x9cb16d48 };
_asm { je pastesymbols(Junk, LINE ) };
_asm { mov eax, pastesymbols (After, LINE -
BRY
_asm { jmp eax };
_asm { pastesymbols(Junk, LINE ). };
_asm { _emit (0xd8 + _LINE _ % 8) };
_asm { pastesymbols(After, LINE ): },
2.2.3 HAXE# .
AREUREHERREPHARUAE &%
HEFRBHDENFRBATARK, — AL
R,
_try{
_asmint 1;} //REMREFHESHRBIA
B
_ except(TestSingleStepException
(GetExceptionInformation())) { }
/I HRRE
int TestSingleStepException (LPEXCEPTION
—POINTERS pExceptionInfo) {
DWORD ExceptionCode = pExceptionInfo—>
ExceptionRecord —>ExceptionCode ;
if (ExceptionCode | = STATUS _ ACCESS _
VIOLATION)
printf (“SoftICE is present!”);
return EXCEPTION _EXECUTE _
HANDLER;}.
2.2.4 BEAXHEAK

RARXREWREFEEHITIBPRE R
M EEGEARXSZ RN ST, R E S
B oRAAEARSEARBRE, - BRARMER
S, REHIERETHBEFHTER.

_try{

_asm{

pushid

or dword ptr [esp],0x100 // Set the Trap Flag-

popfd

// Load value into EFLAGS register

nop } }//RERWETE K SAXHNIRE

_ except (EXCEPTION _EXECUTE _
HANDLER) {

bExceptionHit = TRUE; // An exception has
been raised

// there is no debugger. }

/I HBRE

if (bExceptionHit == FALSE)

printf (“A debugger is present! \n”),
2.2.5 REKHAK

REABREREINHERIFRBRNG KRME
B}, B 32 B X B 44 BE AT TR 2 A0SR WA P U
HEBURkEIE.FEEFR.

_try{

_asm int 33;}

//MBREBRRRBRNREE RMET AN

_ except (Test TamperException
(GetExceptionInformation())){ }

//IHRRE

int TestTamperException (LPEXCEPTION _
POINTERS pExceptionInfo) {

DWORD ExceptionCode = pExceptionInfo—>
ExceptionRecord — >ExceptionCode ;

if (ExceptionCode ! = STATUS _ ACCESS _
VIOLATION)

printf (“Your code is tampered!”);

return EXCEPTION _ EXECUTE _
HANDLER;},
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