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Abstract; By using probabilistic model checking, this paper proves that anonymous protocol
ANODR cannot provide anonymity under statistical disclosure attack. In light of this,the strategy
for node output in ANODR is improved and global and grouped synchronization strategies are
proposed. Checked by probabilistic model, the grouped synchronization strategy can meet the
requirements of mobile ad hoc networks,defend statistical disclosure attack, provide low—latenéy
communicatioﬁ immune to mobility. . \
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const int max; L8N

const int m=6; /AR E B

const int ul=1; a5 AE 4

formula n=q0+ql+q92+q3+--;

formula finish = r=ROUNDS; /TR R
module Attacker [/BE BT R

a: [0..3]; /IREER
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vl; [0..max];v2; [0.. max]; - /e
&8
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endmodule

vZ'= max(02—u2 *1,0) *;

module MIX /7 AR AT R
/A FERRSIERNRERES



272

FEHERFR F2BRELH 2000811 H

endmodule
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