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Abstract; In this paper,a warning system based on state tree and topology analysis is implemented
by C/C++ on linux platform. An intrusion can be warned rapidly and precisely and a large scale
network security ean be archieved in some degree. The framework of this system is reliable and

expansible,and especially proper for distributed intrusion detection network warning system.
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sprintf (p->>suggest,” %s” ,tock5[1])3
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while(pl— >next] =NULL)
{if (strcmp(pl— >>next— >>ipaddr,addrbuff) = =0)
PRI R TR R

{strcat(p! — >>next— “>matchstring,"\n" }§
strcat (pl — >>next— Z>matchstring yalertmsg) 3
break;}
pl=pl—>next;
}
if (p1—>next==NULL){
p2=(struct ipnode % Ymalloc {(sizeof (atruct ipnode) )
strepy (p2— >>matchstring , alertmsg) 3
strepy (p2 — ~>ipaddr,addrbuff)
p2— >next=NULL;pl— >next=pZ;
p2=pl—>next;}
tmp==head;
while (tmp) )
{if (strstr (p2 — >matchstring s tmp— >>rule) )
sprinft {intrude,”\n Host : %3 being intruded! \n
Attack order:\n%s\n",p2— >>ipaddr.tmp— >>rule)s
tmp=tmp— >next;}
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