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Fig.1 Flow chart of the botnet DGA domain name detection model based on improved Transformer and reinforcement learning
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Table 1 Description of the dataset
) ik ok O
Types Description Quantities (ten thousand)
Legal domain names Alexa,domain whitelists from Cisco 50
Malicious domain Malware Domain http://www. malwaredomainlist. com/ 5
names List (MD)
360Netlab Virut, Bamital, Cleaner, Emotet, Corebot, Fobber, Gspy, Madmax, 15

Matsnu, Bigviktor, Conficker, Enviserv, Feodo, Mirai, Padcrypt,
Mydoom , Nymaim, Qadars, Tinynuke, Tofsee, Vawtrak, Xshellghost
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Table 2 Multi-family DGA domain name detection ( %)
B3] W 2 R B [ R F1 e T % G B R F1
Types Accuracy Precision Recall Types Accuracy Precision Recall
Virut 96. 30 94. 63 94. 12 95. 02 Enviserv 95. 68 95.41 94. 86 94. 04
Bamital 95. 84 97.01 96. 20 94. 09 Feodo 96. 39 96. 65 95. 23 94.51
Ccleaner 94. 86 92.42 93. 39 93. 88 Mirai 95. 22 96. 08 95. 36 94. 27
Emotet 97. 15 96. 25 96. 22 95. 24 Padcrypt 97. 29 96. 25 96. 09 95. 36
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gk
Continued table
p ] RS I R A Il % Fl FeH i1 % i i A I % F1
Types Accuracy  Precision Recall Types Accuracy  Precision Recall
Corebot 97.34 96. 62 96. 26 96. 08 Mydoom 93.58 93.10 93. 64 93.79
Fobber 93.79 94. 06 93.67 94. 44 Nymaim 95.36 94.59 94.14 94. 62
Gspy 96.16 96. 60 97. 22 96. 39 Qadars 97.01 97. 08 96.19 95.15
Madmax 93.77 93.10 94. 49 94.17 Tinynuke 95. 66 96.03 95.53 96. 56
Matsnu 95.38 94.76 94.23 94. 09 Tofsee 94. 69 93. 82 94.55 94.03
Bigviktor 97.46 96.59 96. 01 95. 80 Vawtrak 94.39 95.03 95.14 94. 62
Conficker 96.15 95. 88 95.50 95. 61 Xshellghost 96. 28 96.29 95. 87 94.73
3 AMRERESLHGERER A MERERT L
Table 3 Performance comparison of the proposed method with current mainstream models
B — 2 (O % (0
Mortods /fcﬁfriy({ W P O R F1.06 TO
Zhang et al'®] 95. 10 95. 42 93.91 94. 66 12.67
Huang et al** 97. 46 96.51 96.75 95.73 13. 64
Zhu et al™® 94.71 94. 09 94.32 94.76 11. 65
Selvi et al"?"] 96.18 96.30 96. 79 95. 80 15. 40
Yang et al?! 95. 26 94. 92 95.01 94.17 19. 21
Zhang et al™**] 94. 52 96. 49 96. 27 94.13 46. 38
Wang et al®*! 95. 28 94. 39 95. 08 95. 38 112. 00
Li et al 12t 94.38 93.25 95.43 94.32 21.08
Ours 97.59 96. 81 96. 94 95. 82 9.76
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Fig. 10 ROC curves comparison of the proposed method
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Table 4 Ablation experiments ( %)
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Methods Accuracy Precision Recall
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Table 5 Ablation experiments of depthwise separable convolution
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Botnet DGA Domain Name Detection Based on Improved Trans-
former and Reinforcement Learning

MA Yongzhong.,XIA Baoli
(School of Information Media, Yinchuan University of Energy, Yinchuan,Ningxia,750100,China)

Abstract: Aiming at the problems of low detection accuracy and large detection time overhead of existing bot-
net detection methods,a domain name detection method based on improved Transformer and reinforcement
learning Domain Generation Algorithm (DGA) is proposed. Firstly,the deep separable convolution is used to
replace the convolution blocks in ResNet and ResNeXt networks,and the time overhead of the model is re-
duced by reducing the network model parameters. Secondly,the improved ResNet and ResNeXt networks are
used to map domain name strings into the deep feature space to construct multi-scale features, which is help-
ful for enhancing the ability of the feature expression. Thirdly,the Transformer network is improved by using
the Long Short-Term Memory (LSTM) neural network. While maintaining the relative position between
characters,the long-distance dependent coding of context is further established. On this basis, the attention
mechanism is introduced to strengthen the model’s ability to capture key features. Finally, reinforcement
learning is introduced to fine-tune the model to improve the detection accuracy of DGA domain name.
Through testing and verification on multiple DGA domain data sets, the results show that the model has
higher detection accuracy while maintaining less detection time overhead.

Key words: Botnet DGA domain name detection; depthwise separable convolution; multi-scale feature; Trans-

former;reinforcement learning
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